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Added explanation for ICS internal messaging protocol

Heartbeat interval configurable with a default of 120 seconds

Heartbeat timeout configurable with a default of 240 seconds

XML schema files restructured

XML type IRSOperatingStatus has been changed

Extension points to all top-level XML-types added

Payload size may be restricted to 8192 bytes

Element CITSRoadworks.denm renamed to CITSRoadworks.wrappedDenm
Prefer numerical type over enumeration type wherever possible

Element CITSRoadworks.hardShoulderStatus renamed to
CITSRoadworks.hardShoulder

Fixed error from version 0.2: some of the CITSRoadworks.denm elements were

not correctly renamed to CITSRoadworks.wrappedDenm

Added enumeration values 5 (systemApproved) and 6 (operatorApproved) to
mapping of XML-Element informationQuality

Added mapping of XML-Type IRSOperatingStatus

Updated mapping of XML-Element closedLanes

Added mapping of XML-Elements detectionTime and referenceTime

Added section 5 — Update and triggering conditions
Added element illuminatedSign to XML-Type CITSRoadworks
Added mapping of XML-Element illuminatedSign

Renamed elements of XML type IRSOperatingStatus

Changed mapping of XML-Type IRSOperatingStatus according to renamed
elements

Changed mapping of XML-Element eventHistory according to changes in the
platform independent data model (VO0.5).

Added mandatory usage of TLS in session layer

Description of TLS handshake

Definition of fields, that may be changed by IRS and/or ICS

Description of IRS fallback to standalone mode

Updated section 1.2 with the recommendations of the Federal Office for
Information Security

Updated description of heartbeat failure due to a restart of the ICS. Section
“Heartbeat” changed and header changed to “Registered heartbeat” and
added new section “Unregistered heartbeat”

Added section operating status message from IRS to ICS in the appendix
New version of data model (V 0.7) used.

First official release.
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Changed XSD-File for common data dictionary from version 1.2.1to 1.3.1
Changed XSD-File for CAM from version 1.3.3t0 1.4.1
Changed XSD-File for DENM from version 1.2.2 to 1.3.1

Changes according to changes in the platform independent data model (V1.1):
Added elements ledState, remoteControlState, certificateState and
applicationState to Type IRSOperatingStatus
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1 INTRODUCTION

This document contains the technical specification of the interface between IRS and ICS.

1.1 Technical overview

The following figure shows the main parts of the IRS-ICS stack, the interface is represented

by the arrow between the blue boxes:

Figure 1: Application stack of IRS and ICS

The transport layer between IRS and ICS is TCP, using IP as its network layer. In day 1
scenarios the physical layer is realized by cellular links with different protocols on the data
link layer (GPRS, UMTS, LTE). In future scenarios also wired connections may be used for
data transmission. For all scenarios, TCP is used as transport layer. It is the lowest layer,
which is important for the specification of the interface between IRS-ICS.

The transport layer shall be encrypted by using TLS/SSL in the session layer (for details see
chapter 1.2). On top of the session layer, the WebSocket protocol® is used to establish a
connection between the IRS and the ICS. This protocol has been chosen due to its
compatibility with firewalls. STOMP? is used as application level protocol to exchange
messages between IRS and ICS. STOMP has been chosen because it is a simple messaging
protocol which has been designed to work with internet connections passing through
firewalls. The interface between Message Broker and ICS App is ICS-internal, so any
messaging protocol (e.g. STOMP, AMQP etc.) can be used to connect to the message
broker. The messaging approach is important to realize the bidirectional and asynchronous

1 WebSocket Protocol Version 13, 2011, see https://tools.ietf.org/html|/rfc6455
2 STOMP Version 1.1, see https://stomp.github.io/stomp-specification-1.1.html

| Version 1.01 | 30.01.2019 1
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communication pattern of message flow between IRS and ICS. Messages are encoded in
XML and optionally compressed by GZIP.

Information between IRS and ICS is exchanged via message queues, which are provided by a
message broker. The IRS and ICS applications both connect to a message broker, subscribe
to specific message queues, send messages to message queues and receive messages from
previously subscribed message queues.

Before sending and receiving messages to and from a message broker, the application must
open a STOMP connection over secure websocket. To establish a websocket connection the
host and port of the message broker must be specified. By convention these connection
parameters are written as URIs. And URI contains an acronym for the protocol, a
specification of the host (either by hostname or by IP address of the host) and an optional
port. Generally, the format of an URI is

protocot//host:port}
The part enclosed in curly braces {} is optional.

The acronym ws is used for the websocket protocol and wss is used for the secure
websocket protocol. The standard port for ws is 80 and for wss 443 is used. If no port is
specified, these standard ports are used. The port used for transmission of data is not fixed
by this specification and may vary between different ICS installations. The URI for a (secure)
websocket connection may look as follows:

ws://203.0.113.195 (Websocket protocol on standard port 80)
wss://203.0.113.195:8888 (Secure websocket protocol on port 8888)

1.2 Transport layer security (TLS)

The Federal Office for Information Security® has given the advice to use TLS as a
cryptographic protocol to secure the connection between IRS and ICS. The BSI recommends
the use of TLS Version 1.2. The document BSI-TR-02102-2.pdf (Kryptographische Verfahren:
Empfehlungen und Schlissellangen, Teil 2 — Verwendung von Transport Layer Security,
Version 2016-01) contains a list of recommended cypher suites. In addition to the
recommendations in that document, a key length of 2048 is recommended by BSI. Both,
server and client shall be authenticated by means of X.509 certificates®. The IRS has the role
of a client and the ICS has the role of a server in the TLS handshake protocol shown in the
following diagram:

3 Bundesamt fiir Sicherheit in der Informationstechnik (BSI)

4 See https://en.wikipedia.org/wiki/X.509

NS
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Figure 2: TLS handshake protocol

The TLS handshake protocol with client-authentication consists of the following steps:

A client sends a ClientHello message specifying the
highest TLS protocol version it supports, a previously
generated random number, a list of suggested cipher
suites and compression methods.

 The server responds with a ServerHello message,
containing the chosen protocol version, a previously
generated random number, cipher suite and compression
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method from the choices offered by the client. The server
may also send a session id as part of the message to
perform a resumed handshake.

The server sends its Certificate message.

Optionally, the server sends its ServerKeyExchange
message (depending on the selected cipher suite, this
may be omitted by the server). This message is sent for
all DHE and DH_anon ciphersuites.

The server requests a certificate from the client, so that
the connection can be mutually authenticated, using a
CertificateRequest message.

The server sends a ServerHelloDone message, indicating
it is done with handshake negotiation.

The client validates the server certificate and responds
with a Certificate message, which contains the client's
certificate.

The client sends a ClientKeyExchange message, which
may contain a PreMasterSecret, public key, or nothing.
(Again, this depends on the selected cipher.) This
PreMasterSecret is encrypted using the public key of the
server certificate.

The client sends a CertificateVerify message, which is a
signature over the previous handshake messages using
the client's certificate's private key. This signature can be
verified by using the client's certificate's public key. This
lets the server know that the client has access to the
private key of the certificate and thus owns the
certificate.

The client and server then use the random numbers and
PreMasterSecret to compute a common secret, called the
"master secret". All other key data for this connection is
derived from this master secret (and the client- and
server-generated random values), which is passed
through a carefully designed pseudorandom function.
The client now sends a ChangeCipherSpec record in
order to switch to an encrypted communication

Finally, the client sends an encrypted Finished message,
containing a hash and MAC over the previous handshake
messages.

The server will attempt to decrypt the client's Finished
message and verify the hash and MAC. If the decryption
or verification fails, the handshake is considered to have
failed and the connection should be torn down.

NS
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I Finally, the server sends a ChangeCipherSpec record in
order to switch to an encrypted communication

I The server sends its own encrypted Finished message.

I The client performs the same decryption and verification.

After this last step, the application phase of the TLS protocol begins. Application messages
exchanged between client and server will be encrypted exactly like in their Finished

messages.
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MESSAGE QUEUES

The following message queues shall be used in the interface IRS-ICS. The names of the
message queues may be prefixed by a constant string. This message queue prefix is defined
by the message broker product, which is used on the ICS. Since this product may be subject
to future changes, it is recommended to make this prefix configurable. The functional
names of the message queues are composed of three parts, which are separated by “.”
characters. The first part of the functional queue name is the domain name (here “cits”),
the second part is the name of the message queue consumer and the third part describes
the contents of the data. The name of the queue consumer is either “ics” or
“irs.<permanentIlD>" where the placeholder <permanentID> shall be replaced by the

concrete permanentID of the IRS, which shall be consumer of the specified message queue.

In the current project in Hessen the message queue prefix is “/queue/”. The complete
name of the message queue “cits.ics.cam” is therefore “/queue/cits.ics.cam”. It is allowed,
that specific projects may have additional restrictions as long as these restrictions do not
affect the transfer of messages. In Hessen the maximum size of a single payload in a
message queue is restricted to 8192 bytes.

2.1 CAM messages from IRS to ICS
Message queue cits.ics.cam
XML element cAM
XML type CAM
Sender IRS
Subscriber ICS
Description All CAMs which the IRS application receives from the ETSI-Stack, shall
be converted to XML and then forwarded to the ICS without changes
to the content.
2.2 DENM messages from IRS to ICS

Message queue

cits.ics.denm

XML element dENM

XML type DENM

Sender IRS

Subscriber ICS

Description All DENMs which the IRS application receives from the ETSI-Stack, shall

be converted to XML and then forwarded to the ICS without changes
to the content.
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Roadworks messages from IRS to ICS

Message queue

cits.ics.roadworks

XML element roadworks

XML type CITSRoadworks

Sender IRS

Subscriber ICS

Description After starting operation, the IRS generates a stand-alone DENM and
sends it to the ICS wrapped with the XML type CITSRoadworks. Every
time the roadworks related status of the IRS changes, the IRS sends the
changed roadworks object to the ICS. When the IRS ends operation a
deletion message must be sent to the ICS.

2.4 Roadworks messages from ICS to a specific IRS

Message-Queue

cits.irs.<permanentiDxoadworks

The placeholder <permanentlD>hall be replaced by the permanent ID
of the roadworks safety trailer.

NS

XML-Element roadworks

XML-Type CITSRoadworks

Sender ICS

Subscriber IRS
Every IRS subscribes only the message queue containing their
permanent ID.

Description When the ICS receives a roadworks element from its input queue

cits.ics.roadworks, it tries to augment the roadworks object. After a
successful augmentation the augmented roadworks object must be
sent back to the corresponding IRS.
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Operating messages from IRS to ICS

Message queue

cits.ics.operation

XML element irsStatus
XML type IRSOperatingStatus
Sender IRS
Subscriber ICS
Description Any operating message which is generated by the IRS application shall
be sent to the ICS.
2.6 Heartbeat messages from IRS to ICS

Message queue

cits.ics.heartbeat

XML element heartbeat

XML type Heartbeat

Sender IRS

Subscriber ICS

Description Cyclic application level heartbeat sent from IRS to ICS. The frequency
of the heartbeat shall be configurable on IRS and ICS. The default value
shall be 120 seconds.

2.7 Heartbeat messages from ICS to a specific IRS

Message queue

cits.irs.<permanentiDeartbeat

The placeholder <permanentlD>=hall be replaced by the permanent ID
of the roadworks safety trailer.

XML element heartbeat

XML type Heartbeat

Sender ICS

Subscriber IRS
Every IRS subscribes only the message queue containing their
permanent ID.

Description Cyclic application level heartbeat sent from ICS to IRS. Whenever the

ICS receives a heartbeat from message queue cits.ics.heartbeat, it
sends this data element directly back to the originally sending IRS.

NS
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3 DATA VIEW

3.1 Platform independent data model

The platform independent data model (also known as logical data model) is described in the
document “Data model V1.1.pdf".

3.2 XML data model

In this section the data view of the interface between IRS and ICS is described. All data
elements which shall be exchanged between IRS and ICS are encoded in XML and described
by XML schemas. Some of these schemas have been generated automatically from an
ASN.1 model.

Optionally, data elements may be compressed by using GZIP. The distinction between
compressed and uncompressed data is specified with the STOMP header field content-type,
which is used for STOMP SEND and MESSAGE commands. Uncompressed XML data
elements must use the character set UTF-8. The corresponding header field in a SEND or
MESSAGE command is

content-type:application/xml;charset=utf-8

An XML data element, also encoded with character set UTF-8, and compressed with GZIP
must use the following header field within the SEND or MESSAGE commands:

content-type:application/gzip
For both encodings the use of the header field content-size is strongly recommended.

Extension points are used to make future extensions of data types upward and downward
compatible. Extension points are modelled as XSD-any elements allowing any XML-Type in
an arbitrary multiplicity. In the following description of the top level types, extension points
are marked as elements with name anyand type any (both italicized).

Some of the generated XML types are defined as unions of either an enumeration type or a
numerical type. In order to reduce the complexity of using such types, it is strongly
recommended to use the numerical representation whenever such a type is used.

The XML types of the XML elements, which may be exchanged between IRS and ICS are
described in the following sections. A complete technical specification of all types and
elements can be found in the following XML-Schema files:

NS
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Schema

Description

asnl.xsd

Basic ASN.1 types as XML types

CAM-PDU-Descriptions.xsd

Automatically converted® ASN.1 specification of CAMs

CITS.xsd

Definition of basic CITS types used in the following
schemas

DENM-PDU-Descriptions.xsd

Automatically converted® ASN.1 specification of DENMs

IRS-ICS-Interface.xsd

Main document of IRS-ICS-Interface, it imports all other
XM schema files

ITS-Container.xsd

Automatically converted* ASN.1 specification of the
common data dictionary

OMS.xsd Definition of types used for operations monitoring
service

RWS.xsd Definition of types used for roadworks warning service.

3.21  XML-Type CAM

XML type CAM

Schema CAM-PDU-Descriptions.xsd

Description | Cooperative Awareness Message

Element Type Description

header ltsPduHeader Message header

cam CoopAwareness CAM content

5 The ASN.1 to XSD translator of Objective Systems has been used for conversion (see http://www.obj-
sys.com/webtools/asn2xsd.php
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3.22  XML-Type DENM

XML type DENM

Schema DENM-PDU-Descriptions.xsd

Description | Decentralized Environmental Notification Message

Element Type Description
header ItsPduHeader Message header
denm DecentralizedEnvironmentalNotificationMessage | DENM content

3.23 XML-Type CITSRoadworks

XML type CITSRoadworks
Schema RWS.xsd
Description Roadworks objects by means of a contained DENM. All additional

elements are used due to lacking information of the denm element.

Element Type Description

permanentID PermanentID Permanent identifier of the roadworks
safety trailer

startTime Timestamplts Start time of the roadworks
hardShoulder HardShoulderStatus Status of the hard shoulder
deletedStatus DeletedStatus Is used, to inform the ICS about the

end of a roadworks

iluminatedsSign MaintenancelightStateEnum | Status of the illuminated arrow sign

wrappedDenm DENM The wrapped DENM contains all
information sent to the vehicles.

any any Extension point for future extensions
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3.24 XML-Type IRSOperatingStatus

XML type IRSOperatingStatus

Schema OMS.xsd

Description Operating status of the IRS to be sent to the ICS
Element Type Description

omsPermanentl|D

PermanentID

Permanent identifier of the
roadworks safety trailer

omsTimestamp

Timestamplts

Time stamp of the operating
status message

board

BoardStatus

Status of the display board

flasher

FlasherStatus

Status of the flasher light

omsllluminatedSign

[lluminatedSignStatus

Status of the illuminated sign

tinPlateSign TinPlateSignStatus Status of the tin-plate sign

batteryVoltage BatteryVoltage Status of the battery

gnss PositioningSolutionType Status of the positioning
solution

itsG5 ErrorStatus Status of the ETSI-G5 modem

heading HeadingValue Orientation of the trailer

speed SpeedValue Speed of the trailer

ledState CitsLedStateEnum Status of the LED table

remoteControlState

CitsRemoteControlStateEnum

Status of the remote-control

certificateState

CitsCertificateStateEnum

Status of the certificate

applicationState

CitsApplicationStateEnum

Status of the application

omslatitude Latitude Latitude of the trailer
omslLongitude Longitude Longitude of the trailer
any any Extension point for future

extensions

3.25 XML-Type Heartbeat

XML type Heartbeat

Schema RWS.xsd

Description Heartbeat data used to ensure communication of the roadworks
warning service between IRS and ICS
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Element

Type

Description

permanentID

PermanentID

Permanent identifier of the roadworks safety

trailer
timestamp Timestamplts Start time of the heartbeat data set
any any Extension point for future extensions
3.3 Mapping of platform independent data model to XML data model

This section describes the mapping between the XML data model and the platform

independent data model. There is a subsection for each element of the XML data model

that must be mapped to the platform independent data model. XML elements, which are
not mentioned don’t need to be mapped.

3.3.1

Mapping of XML-Element startTime

Mapping of XML-Type CITSRoadworks

XML element

CITSRoadworks.startTime

Data element®

CitsRoadworks.startTime

Mapping

1 to 1 mapping of both elements

Mapping of XML-Element hardShoulder

XML element

CITSRoadworks.hardShoulder

Data element

CitsRoadworks.outsideHardShoulderStatus

Mapping

XML element is mapped to outsideHardShoulderStatus (see also section
Mapping of XML-Element closedLanes).

Mapping of XML-Element illuminatedSign

XML element

CITSRoadworks.illuminatedSign

Data element

CitsRoadworks.trailer.maintenancelightState

Mapping

1 to 1 mapping of both elements

6 The data element denotes the complete path to the corresponding data element of the platform independent

data model
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XML element

CITSRoadworks.wrappedDenm.denm.management.actionID

Data element

CitsRoadworks.trailer.actionld

Mapping

1 to 1 mapping of both elements

NS
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Mapping of XML-Element eventPosition

XML element

CITSRoadworks.wrappedDenm.denm.management.eventPosition

Data element

CitsRoadworks.location

CitsRoadworks.trailer.position

Mapping

The element eventPosition is mapped to CitsRoadworks.trailer.position.
It is also mapped to CitsRoadworks.location, if the data element
CitsRoadworks.location is empty or is of type CitsPoint.

Mapping of XML-Element informationQuality

XML element

CITSRoadworks.wrappedDenm.denm.situation.informationQuality

Data element

CitsRoadworks.qualityOfMessage

Mapping

Mapping of byte values is as follows:

0 notDefined

1 planned

2 simpleGnns

3 differentialGnns
4 mapApproved

5 systemApproved

6 operatorApproved

Mapping of XML-Element eventType

XML element

CITSRoadworks.wrappedDenm.denm.situation.eventType

Data element

CitsRoadworks.mobilityType

Mapping

Only  the enumeration values unavailable

MobilityEnum.unknown),

(maps to
slowMovingRoadMaintenance (maps to
MobilityEnum.mobile) and shortTermStationaryRoadworks (maps to
MobilityEnum.stationary) of the enumeration type

RoadworksSubCauseCode are used.

Mapping of XML-Element eventSpeed

XML element

CITSRoadworks.wrappedDenm.denm.location.eventSpeed

Data element

CitsRoadworks.trailer.trailerSpeed

Mapping

1 to 1 mapping of both elements
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Mapping of XML-Element eventPositionHeading

XML element

CITSRoadworks.wrappedDenm.denm.location.eventPositionHeading

Data element

CitsRoadworks.trailer.position.heading

Mapping

1 to 1 mapping of both elements

Mapping of XML-Element traces

XML element

CITSRoadworks.wrappedDenm.denm.location.traces

Data element

CitsRoadworks.location.traces

Mapping

1 to 1 mapping of both elements considering that the XML element
contains coordinates relative to the current position of the trailer
whereas the data element contains absolute coordinates.

Mapping of XML-Element closedLanes

XML element

CITSRoadworks.wrappedDenm.denm.alacarte.roadworks.closedLanes

Data element

CitsRoadworks.closedLanes

CitsRoadworks.outsideHardShoulderStatus

Mapping

The XML element closed lanes can only be filled in the ICS. The sub-
element closedLanes.hardShoulderStatus is filled from data element
CitsRoadworks.outsideHardShoulderStatus and the sub-element
filled data element

closedLanes.drivinglaneStatus s from

CitsRoadworks.closedlLanes.

If several trailers have been combined to one roadworks object, the
corresponding CitsRoadworks.trailer objects are ordered in driving
direction on the road. The closedLanes correspond to the trailer objects
as follows: If the outermost lanes are closed (lanel and lane2 are
closed), the first trailer is associated with a closed lanel and the second
trailer is associated with a closed lane2. If the innermost lanes are
closed, the first trailer is associated with the highest closed lane and the
second trailer is associated with the second highest closed lane.

Mapping of XML-Element speedLimit

XML element

CITSRoadworks.wrappedDenm.denm.alacarte.roadworks.speedLimit

Data element

CitsRoadworks.temporarySpeedLimit

Mapping

1 to 1 mapping of both elements
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Mapping of XML-Element startingPointSpeedLimit

XML element

CITSRoadworks.wrappedDenm.denm.alacarte.roadworks.
startingPointSpeedLimit

Data element

CitsRoadworks.trailer.position

Mapping

1 to 1 mapping of both elements

Mapping of XML-Element trafficFlowRule

XML element

CITSRoadworks.wrappedDenm.denm.alacarte.roadworks.
trafficFlowRule

Data element

CitsRoadworks.closedLanes

Mapping

The enumeration values of trafficFlowRule are mapped to the following
single values of data element CitsRoadworks.closedLanes:

TrafficRule.passToRight LaneEnum.leftLane

TrafficRule.passToleft LaneEnum.rightLane

Mapping of XML-Element referenceDenms

XML element

CITSRoadworks.wrappedDenm.denm.alacarte.roadworks.
referenceDenms

Data element

CitsRoadworks.trailer.actionld

Mapping

The CitsRoadworks object contains more than one trailer, if another
DENM is referenced. The referenceDenms can be mapped to the
actionld of the corresponding trailer object.

Mapping of XML-Element detectionTime

XML element

CITSRoadworks.wrappedDenm.denm.management.detectionTime

Data element

CitsRoadworks.trailer.detectionTime

Mapping

1 to 1 mapping of both elements

Mapping of XML-Element referenceTime

XML element

CITSRoadworks.wrappedDenm.denm.management.referenceTime

Data element

CitsRoadworks.trailer.referenceTime

Mapping

1 to 1 mapping of both elements

NS
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XML element

CITSRoadworks.wrappedDenm.denm.situation.eventHistory

Data element

CitsRoadworks.trailer.eventHistory

Mapping

1 to 1 mapping of both elements considering that the XML element
contains coordinates relative to the current position of the trailer
whereas the data element contains absolute coordinates.

3.3.2 Mapping of XML-Type IRSOperatingStatus

Mapping of XML-Element omsTimestamp

XML element

IRSOperatingStatus.omsTimestamp

Data element

IRSOperatingStatus.timestamp

Mapping

1 to 1 mapping of both elements

Mapping of XML-Element board

XML element

IRSOperatingStatus.board

Data element

IRSOperatingStatus.board

Mapping

1 to 1 mapping of both elements

Mapping of XML-Element flasher

XML element

IRSOperatingStatus.flasher

Data element

IRSOperatingStatus.flasher

Mapping

1 to 1 mapping of both elements

Mapping of XML-Element omsllluminatedSign

XML element

IRSOperatingStatus.omsllluminatedSign

Data element

IRSOperatingStatus.illuminatedSign

Mapping

1 to 1 mapping of both elements

Mapping of XML-Element tinPlateSign

XML element

IRSOperatingStatus.tinPlateSign

Data element

IRSOperatingStatus.tinPlateSign

Mapping

1 to 1 mapping of both elements

NS
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XML element

IRSOperatingStatus.batteryVoltage

Data element

IRSOperatingStatus.batteryVoltage

Mapping

1 to 1 mapping of both elements

Mapping of XML-Element gnss

XML element

IRSOperatingStatus.gnss

Data element

IRSOperatingStatus.gnss

Mapping

1 to 1 mapping of both elements

Mapping of XML-Element itsG5

XML element

IRSOperatingStatus.itsG5

Data element

IRSOperatingStatus.itsG5

Mapping

1 to 1 mapping of both elements

Mapping of XML-Element heading

XML element

IRSOperatingStatus.heading

Data element

IRSOperatingStatus.position.heading

Mapping

1 to 1 mapping of both elements

Mapping of XML-Element speed

XML element

IRSOperatingStatus.speed

Data element

IRSOperatingStatus.speed

Mapping

1 to 1 mapping of both elements

Mapping of XML-Element ledState

XML element

IRSOperatingStatus.ledState

Data element

IRSOperatingStatus.ledState

Mapping

1 to 1 mapping of both elements

NS
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Mapping of XML-Element remoteControlState

XML element | IRSOperatingStatus.remoteControlState

Data element | IRSOperatingStatus.remoteControlState

Mapping 1 to 1 mapping of both elements

Mapping of XML-Element certificateState

XML element | IRSOperatingStatus.certificateState

Data element | IRSOperatingStatus.certificateState

Mapping 1 to 1 mapping of both elements

Mapping of XML-Element applicationState

XML element | IRSOperatingStatus.applicationState

Data element | IRSOperatingStatus.applicationState

Mapping 1 to 1 mapping of both elements

Mapping of XML-Element omsLatitude

XML element | IRSOperatingStatus.omsLatitude

Data element | IRSOperatingStatus.position.referencePosition.latitude

Mapping 1 to 1 mapping of both elements

Mapping of XML-Element omsLongitude

XML element | IRSOperatingStatus.omsLongitude

Data element | IRSOperatingStatus.position.referencePosition.longitude

Mapping 1 to 1 mapping of both elements

3.1 Mapping of platform independent data model to DATEX Il profile
“MDM Baustellen”

This section describes the mapping between the DATEX Il profile “MDM Baustellen” (as
XML schema) and the platform independent data model. There is a subsection for each
element of the XML data model that must be mapped to the platform independent data
model. XML elements, which are not mentioned don’t need to be mapped or the mapping
is out of scope for this document (for instance the element D2LogicalModel.echange needs
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to be filled according to the chosen exchange pattern, which can be chosen independently
from the payload).

3.1.1 Mapping of XML-Type D2LogicalModel
Mapping of XML-attribute lang

XML element | D2LogicalModel.payloadPublication.lang

Data element

Mapping The XML attribute must be set to “de”

Mapping of XML-attribute id

XML element | D2LogicalModel.payloadPublication.situation.id

Data element

Mapping The XML attribute must be set to “de”

3.2 Field master

The table on following page contains the fields of the XML data model of a CITSRoadworks
message. The color indicates which system part is allowed to change the field value. Red
fields may be changed by IRS only, green fields may be changed by ICS only and blue fields
may be changed by both system parts. The following fields may be changed by both system
parts. The following table explains under which conditions a system part is allowed to
change the field:

Field Change conditions

hardShoulder The IRS may set this field to the value closed if the trailer
definitely closes the hard shoulder. In all other cases, the ICS may
set this field.

hardShoulderStatus Same as hardShoulder

informationQuality Initially, this field is set by the IRS depending on the status of its
global navigation satellite system (GNSS). This field must be
changed by the IRS according to the status of the GNSS,
whenever the signage of the trailer changes. This case is further
designed in chapter 4.8. The ICS changes the field
informationQuality, if the corresponding roadworks message can
be matched to the map, is approved by a roadworks
management system or by an operator.
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The fields relevanceDistance and ValidityDuration contain fixed values for the trailers.
Nevertheless, they shall be set by the ICS in order to enable the values to be changed
during trial operation.
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actionID originatorStationID
sequenceNumber
detectionTime
referenceTime
latitude
longitude
semiAxisLength
management eventPosition positionConfidenceEllipse | semiMinorConfidence
semiMajorQrientation
altitude alt!tudeVaIug
altitudeConfidence
relevanceDistance
CITSRoadworks relevanceTrafficDirection
ValidityDuration
wrappedDenm denm §tat|0nTYpe =
informationQuality
situation eventType causeCode
subCauseCode
eventSpeed Speedvalu?
speedConfidence
. eventPositionHeading head!ngVaIut.e
location headingConfidence
deltalatitude
traces PathHistory PathPoint pathPosition deltalongitude
deltaAltitude
closedLanes ha.rqshoulderStatus
drivinglLaneStatus
alacarte Roadworks trafficFlowRule
referenceDenms ActionID DD
sequenceNumber
Legend:

| To be changed by IRS only

To be changed by ICS only

May be changed by IRS or ICS
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4 RUNTIME VIEW

In this section the runtime view of the interface between IRS and ICS is described. It
contains sequence diagrams for the most typical communication scenarios.

4.1 ICS start-up

This sequence diagram describes the behavior of the ICS app when it starts up. The same
scenario applies, if the ICS app is already running, but the message broker is started.

sd ICS start-up/
ICS app starts up

message broker ICS app

CONNECT()

A

_ _ _ __ _ _ _ CONNECTEDQ _ _ _ _ _ =

SUBSCRIBE(cits.ics.cam)

SUBSCRIBE(cits.ics.denm)

SUBSCRIBE(cits.ics.roadworks)

SUBSCRIBE(cits.ics.operation)

SUBSCRIBE(cits.ics.heartbeat)

--0-0--0--0-0--C—----

Figure 3: ICS start-up

First the ICS app connects to the message broker. Since the message broker is considered to
be a part of the ICS system, the interface between ICS and message broker is an internal
interface and therefore not prescribed in this specification. Nevertheless, the sequence
diagrams use the STOMP commands to describe the functional operations between ICS and
message broker. They may be “translated” to corresponding commands of the messaging
protocol, which is used to connect to the message broker. This interpretation of the
messages between ICS app and message broker applies to all following sequence diagrams
where the ICS app communicates with the message broker.

After a connection has been established (message CONNECT and return message
CONNECTED), the ICS app subscribes (message SUBSCRIBE) to the following message
queues, denoted as parameters of the SUBSCRIBE message:

cits.ics.cam, cits.ics.denm, cits.ics.roadworks, cits.ics.operation, cits.ics.heartbeat
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At this point in time, the ICS app has no registered IRS objects.

4.2 IRS start-up

The next sequence diagram shows the behavior of the IRS app after start-up or when it
reconnects to the message broker of the ICS.

sd IRS start-up,/

Roadworks safety trailer starts operation orlj

resumes connection to message broker

- -
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

I

getSignage()

getPosition()

IRS app sends saveDENM()
standalone

DENMs

HER

CONNECT()

CONNECTED
o __ __ CONNECTED) _ ___

SUBSCRIBE(cits.irs.IRS-ID.roadwork:

8

SUBSCRIBE(cits.irs.IRS-ID.heartbeat)

—
--0O

ref

IRS sends roadworks

Figure 4: IRS start-up

After start-up of the roadworks safety trailer (i.e. opening of the display panel) or after the
connection to the ICS has been lost, the IRS app tries to connect to the message broker of
the ICS. Before connecting, the IRS app collects the signage status, i.e. the status of the tin-
plate sign and the illuminated arrow sign (method getSignage) and the current position
(method getPosition). After this information is collected the IRS generates a standalone
DENM and saves it in its internal data store (method saveDENM). The IRS app also starts
sending the standalone DENM.

Then the IRS app connects to the message broker. Since the message broker is considered
to be a part of the ICS system, the interface between IRS and message broker constitutes
the external interface between IRS and ICS. Therefore, this interface must use STOMP as
messaging protocol. In order to connect to the message broker the IRS app sends a
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CONNECT message to the message broker and receives a CONNECTED message as answer.
After the connection has been established successfully, the IRS app subscribes (message
SUBSCRIBE) to the following message queues, denoted as parameters of the SUBSCRIBE
message (the placeholder IRSID must be replaced by the permanent ID of the IRS):

cits.irs.IRSID.roadworks, cits.irs.IRSID.heartbeat

After the subscription the IRS app sends the (initial) roadworks object to the message
broker of the ICS (see section 4.3).

4.3 IRS sends roadworks data

The next sequence diagram shows the behavior of IRS app, message broker and ICS app
when exchanging roadworks data. The IRS app starts this action after the connection
between IRS app and message broker has been established (initially or after a previous
break-down of the connection, see section 4.2) or when roadworks data have changed
significantly’.

7 See document Message Set and Triggering Conditions for Road Works Warning Service

NS
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sd IRS sends roadworlf)

IRS app sends initial or updated
roadworks data set to ICS

IRS app message broker ICS app

SEND(cits.ics.roadworks) !

o--1

IRS app
sends
DENMs

MESSAGE(cits.ics.roadworks)

IRS is registered, if it is
new. The registration
starts the heartbeat
monitoring for that IRS

J) l findIRS()
opt

[IRS is new] O‘__I registerlRS()

; saveRoadworks()
I ; augmentRoadworks()

opt

[roadworks has béen augmented]

; saveRoadworks()

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

| SEND(cits.irs.IRS-ID.roadworks)

—_———e e e B e

MESSAGE(cirs.irs.IRS-ID.roadworks)J

; saveDENM()

IRS app
sends
augmented
DENMs

Figure 5: IRS sends roadworks data

First the IRS app sends the roadworks object to the message queue cits.ics.roadworks of
the message broker (message SEND). Since the ICS app has a subscription to this message
queue (see section 4.1), the message broker forwards this message to the ICS app (message
MESSAGE using the same message queue). The ICS app tries to find the IRS in its internal
data store (method findIRS). If it cannot find the IRS the following optional part of the
sequence diagram (depicted by the box labeled with “opt” and displaying the condition for
the execution of the optional part) will be executed. If the IRS is unknown to the ICS app,
the ICS app will register this IRS in its internal data store (method registerIRS) and will start
to monitor the heartbeat of that IRS. After that, the roadworks object will be stored in the
internal data store of the ICS app (method saveRoadworks). Then the ICS app tries to
augment the roadworks object. This augmentation is a combination of map matching,
combination of different roadworks objects and enhancement by means of a roadworks
management system. If the ICS app was not able to augment the roadworks object, the
action stops at this point. The following optional part will be executed only if the
augmentation of the roadworks object has been successful. In this case the augmented
roadworks object will be saved in the internal data store of the ICS app (method
saveRoadworks). After that the ICS app sends the roadworks object to the message queue
cits.irs.IRSID.roadworks (the placeholder IRSID must be replaced by the permanentID of

NS
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the IRS) of the message broker (message SEND). Since the IRS app has a subscription to the
message queue cits.irs.IRSID.roadworks (see section 4.2) the message broker forwards the
roadworks object to the ICS app (message MESSAGE). The IRS app then saves this
roadworks object in its internal data store (method saveDENM) and starts sending the
augmented DENM.

4.4 IRS shut-down

The following sequence diagram shows the behavior of IRS app, message broker and ICS
app when the roadworks safety trailer stops operation (i.e. the display panel is closed).

sdIRS shut—dowV

Roadworks safety trailer stops
operation, i.e. display panelis closed

IRS app message broker ICS app

[
|
|
IRS app :
|
|
|

stops
sending
DENMs

SEND(cits.ics.roadworks)

MESSAGE(cits.ics.roadworks)

UNSUBSCRIBE(cits.irs. IRS-ID. heartbeat :lfinleS()
UNSUBSCRIBE(cits. irs. IRS-1D.roadworks; unregisterlRS()
deleteRoadworks()
DISCONNECT()

|

I

I

I

I

I

I

I

I

I

I

I

5] | shutDown()

X

s A

Figure 6: IRS shut-down

When the roadworks safety trailer stops operation, the IRS app immediately stops sending
DENMs and sends a deleted roadworks object (element deletedStatus set to true in section
3.2.3) to the message queue cits.ics.roadworks of the message broker. Immediately after
that the IRS app cancels the subscription of the message queues cits.irs.IRSID.heartbeat
and cits.irs.IRSID.roadworks (the placeholder IRSID must be replaced by the permanentID
of the IRS) of the message broker (message UNSUBSCRIBE), disconnects from the message
broker (message DISCONNECT) and shuts down (method shutdown).

Immediately after having received the deleted roadworks object from the IRS app, the
message broker forwards it to the ICS app (message MESSAGE) since the ICS app has a
subscription to the message queue cits.ics.roadworks (see section 4.1). The ICS app then
tries to find the corresponding IRS object in its internal data store (method findIRS), stops
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the heartbeat monitoring for this IRS (method unregisterIRS) and deletes the corresponding
roadworks object from its internal data store (method deleteRoadworks).

4.5 Registered heartbeat

The next sequence diagram shows the behavior of IRS app, message broker and ICS app
during a normal heartbeat action. The frequency of the heartbeat shall be configurable on
IRS and ICS. The default value shall be 120 seconds.

sd Reglstered heartbeat

IRS app periodically sends
heartbeats to the ICS app
- -
[

I
loop periodically / ;
SEND(cits.ics. heartbeat) |

U MESSAGE(cits.ics.heartbeat

|

|

|

| | flndIRS()

| |

| |

| | ICS app registers the
: : received heartbeat

: : registerHeartbeat()
: | SEND(cits.irs.IRS-ID. heartbeat)

| 1CS app |mmed|ately

|

L

MESSAGE(cits.irs.IRS-ID. heartbeat) returns the heartbeat

IRS app registers the
received heartbeat

; registerHeartbeat()

Figure 7: Registered Heartbeat

The IRS app periodically sends heartbeats (see section 3.2.5) to the message queue
cits.ics.heartbeat of the message broker (message SEND). Since the ICS app has a
subscription to that message queue (see section 4.1), the message broker forwards the
heartbeat to the ICS app (message MESSAGE). The ICS app tries to find the IRS in its internal
data store (method findIRS). The following sequence only applies, if the ICS app could find
the IRS in its internal data store (the sequence of actions that is performed, if the ICS app
could nout find the IRS in its internal data store is described in section 4.6). The ICS app
then registers that it successfully received a heartbeat from that IRS app (method
registerHeartbeat) and immediately sends it back to the message queue cits.irs.IRS
ID.heartbeat (the placeholder IRSID must be replaced by the permanentID of the IRS) of
the message broker (message SEND). Since the IRS app has a subscription to this message
queue (see section 4.2), the message broker forwards the heartbeat to the ICS app
(message MESSAGE). The IRS app then registers the successfully received heartbeat from
the ICS app (method registerHeartbeat).
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4.6 Unregistered heartbeat

The next sequence diagram shows the behavior of IRS app, message broker and ICS app
during an unnormal heartbeat action. This behaviour can happen, if the ICS app has been
shut down and immediately has been restarted, before the heartbeat of the IRS app failed.

sd Unregistered heartbeay

IRS app sends heartbeat
to the ICS app

“ B

| |

| |

SEND(cits.ics. heartbeat) | :
|

0---

L MESSAGE(cits. ics. heartbeat]

Hj ; findIRS()

ICS app cannot find
IRS and does not
return the heartbeat

F—_—_—_—_—_—_—_—_ e — — — —

. timerExpiredQ—

IRS app now sends < resetDENM()
standalone DENMs [j

9 < saveDENM()

IRS app periodically tries
to reestablish connection

to the message broker

Figure 8: Unregistered Heartbeat

The IRS app sends a heartbeat to the message queue cits.ics.heartbeat of the message
broker (message SEND). Since the ICS app has a subscription to that message queue (see
section 4.1), the message broker forwards the heartbeat to the ICS app (message
MESSAGE). The ICS app tries to find the IRS in its internal data store (method findIRS). In
this diagram, it is supposed, that the ICS app cannot find the IRS in its internal data store.
Therefor the ICS app does not return the heartbeat to the IRS.

Since the heartbeat from the IRS app gets not answered by the IRS, a timer expires and
informs the IRS app (message timerExpired) about the missing heartbeat. The timeout
value for expiry of this timer shall be configurable. The default value shall be 240 seconds (2
times of heartbeat frequency). The IRS app then resets the DENM to a standalone DENM
(method resetDENM) and saves it to its internal data store (method saveDENM). After that
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the IRS app sends the standalone DENM and periodically tries to reconnect to the message
broker of the ICS.

4.7 Heartbeat fails

This sequence diagram shows the behavior of the IRS app and the ICS app when a heartbeat
fails.

sd Heartbeat fails

IRS app Heartbeat between
IRS app and ICS
app fails.

ICS app

]
|
| L
¢ SEND(cits.ics. heartbeat)}.
|
|
|
|
|
|
|
|
|
|
|
|
[

e e — ]

timerExpired() timerExpi
. pired() .

; deleteRoadworks()
@

; unregisterlRS()
4 7

|

|

|

|

|

|

|

|

; resetDENM()
IRS app now sends (j

standalone DENMs

saveDENM()

IRS app periodically
tries to reestablish
connection to the

message broker

Figure 9: Heartbeat failure

The IRS app sends a heartbeat to the message queue cits.ics.heartbeat of the message
broker (message SEND). After that the IRS app starts a timer to wait for a corresponding
answer of the ICS app. In this diagram the heartbeat does not reach its destination and so
the timer expires and informs the IRS app (message timerExpired) about the missing
heartbeat. The timeout value for expiry of this timer shall be configurable. The default
value shall be 240 seconds (2 times of heartbeat frequency). The IRS app then resets the
DENM to a standalone DENM (method resetDENM) and saves it to its internal data store
(method saveDENM). After that the IRS app sends the standalone DENM and periodically
tries to reconnect to the message broker of the ICS.



TN

Cooperative
ITS Corridor

Joint deployment

Meanwhile the ICS app also notices the missing heartbeat (message timerExpired). After
receiving this message the ICS app deletes the corresponding roadworks object (method
deleteRoadworks) and stops the heartbeat monitoring for this IRS (method unregisterIRS).

4.8 IRS fallback

This sequence diagram shows the behavior of the IRS app and the ICS app when the IRS falls
back to standalone mode due to a change of the displayed signs (at least one of tin-plate
sign or illuminated arrow sign).

sd IRS fallback,
Signage of roadworks
safety trailer is changed
IRS app message broker ICS app

[ [
| |
| |
SEND(cits. ics.roadworks) ' :
|
MESSAGE(cits.ics.roadworks) :

findIRS()

IRS app sends
standalone
DENMs

unregisterlRS()

I
|
|
|
|
|
|
|
|
|
|
|
|
: deleteRoadworks()
|

|

|

ref

IRS sends roadworks

Figure 10: IRS fallback to standalone mode

When the displayed signs of a roadworks safety trailer are changed during operation, the
IRS app immediately sends a deleted roadworks object (element deletedStatus set to true
in section 3.2.3) to the message queue cits.ics.roadworks of the message broker.
Immediately after that the IRS app resets the informationQuality according to the status of
its GNSS, sets the fields trafficFlowRule and optionally the fields hardShoulder and
hardShoulderStatus according to the status of the displayed signs and sends standalone
DENMs.

Immediately after having received the deleted roadworks object from the IRS app, the
message broker forwards it to the ICS app (message MESSAGE) since the ICS app has a
subscription to the message queue cits.ics.roadworks (see section 4.1). The ICS app then
tries to find the corresponding IRS object in its internal data store (method findIRS), stops
the heartbeat monitoring for this IRS (method unregisterIRS) and deletes the corresponding
roadworks object from its internal data store (method deleteRoadworks).

After the deletion of the roadworks object the IRS app sends the roadworks object to the
message broker of the ICS (see section 4.3).
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5 UPDATE AND TRIGGERING CONDITIONS

In this section the update and triggering conditions between IRS and ICS are described?.

5.1 Update conditions for geographic position

The geographic position is given by latitude and longitude in the WGS 84 coordinate
system. In order to reduce the number of different geographic positions during standstill of
the trailer, the following filter shall be applied before storing geographical positions: The
last significant position, the associated heading and speed values and a significant trace are
stored by the filter. On start-up, the first geographic position received from the global
navigation satellite system (GNSS) is stored as significant position, the current heading and
speed values value are stored as associated heading and speed values and an empty trace is
created. Each new geographical position received from the GNSS is compared with the last
significant geographic position. If the distance is greater than a fixed value (parameterized,
default value 15 meters), the last significant geographic position is added to the significant
trace, the current position is stored as last significant geographic position and the current
heading and speed values are stored as associated heading and speed value.

5.2 Update conditions for use case roadworks warning service

The IRS creates a roadworks object on start-up. This roadworks object shall be updated, if
at least one of the following conditions is fulfilled:

I The last significant geographic position has changed (see section 5.1)

I The displayed content of the illuminated arrow sign has changed

I The direction of the tin-plate sign has changed

I The positioning solution has changed and the information quality is less than 4

If the IRS receives a roadworks message from the ICS, it also updates its internal roadworks
object accordingly, but this update is not treated as an update condition, which triggers the
roadworks object being sent to the ICS.

A roadworks message shall be sent from IRS to ICS, if at least one the following conditions is
fulfilled:

I The IRS starts operating and established a connection to the message broker of the
ICS
I  The IRS re-established a previously lost connection to the message broker of the ICS

8 The triggering conditions for the roadworks warning service between IRS and IVS are described in the
document “Message Set and Triggering Conditions for Road Works Warning Service”
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The IRS creates an operations monitoring object on start-up. This object shall be updated, if
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At least one of the previously defined update conditions for the roadworks object is

fulfilled
The IRS stops operation (in this case the element deletedStatus is set to true).

Update conditions for use case operations monitoring service

at least one of the following conditions is fulfilled:

= =4 -4 —4a -4 -8 a8 -4 -8 a2 -2

E ]

The last significant geographic position has changed (see section 5.1)
The status of the display board has changed

The status of the flasher light has changed

The displayed content of the illuminated arrow sign has changed
The direction of the tin-plate sign has changed

The battery voltage has changed by more than a parametrized value (default 2 volt)
The positioning solution has changed

The status of the ETSI G5 modem has changed

The status of the LED table has changed

The status of the remote-control has changed

The status of the certificate has changed

The status of the application has changed

An operations monitoring message shall be sent from IRS to ICS, if at least one the following
conditions is fulfilled:

)l

The IRS starts operating and established a connection to the message broker of the
ICS

The IRS re-established a previously lost connection to the message broker of the ICS
At least one of the previously defined update conditions for the operations
monitoring object is fulfilled
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6 APPENDIX

This section contains additional information which are not part of the formal interface

description.

6.1

Operating status message from IRS to ICS
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The following table contains a description of all XML-elements within an operating status

message from IRS to ICS

Element Type Description | Type info
omsPermanentID PermanentID Permanent XML token
identifier of
the
roadworks

safety trailer

omsTime stamp Timestamplts Time stamp | Number of milli-seconds
of the after UTC start of 2004
operating
status
message
board MaintenanceTableStateEnum | Status of the | Permitted literals:
ispl
Slcf:r:y unknown
flippedUp
flippedDown
intermediateState
sensorError
flasher CitsFlasherStateEnum Status of the | Permitted literals:

flasher light

enabled
disabled
sensorError
flasherError

omsllluminatedSign

MaintenancelightStateEnum

Status of the
illuminated
sign

Permitted literals:

unknown

off

cross
arrowlLeft
arrowRight
specialSymbol
sensorError

tinPlateSign

MaintenanceArrowStateEnum

Status of the
tin-plate
sign

Permitted literals:

unknown
left

middle
right
sensorError

batteryVoltage

BatteryVoltage

Status of the
battery

Floating point number with
voltage measure in Volt
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Element Type Description | Type info
gnss PositioningSolutionType Status of the | Permitted literals:
E(?Ii::z:mg noPositioningSolution
sGNSS
dGNSS
sGNSSplusDR
dGNSSplusDR
drR
itsG5 CitsErrorStateEnum Status of the | Permitted literals:
ETSI-G5
ok
modem
error
heading HeadingValue Orientation Integer value as orientation
of the trailer | of a heading with regards
to the WGS84 north with a
resolution of 0.1 degrees
speed SpeedValue Speed of the | Integer value containing
trailer the speed measured in 0.01
m/s
ledState CitsLedStateEnum Status of the | Permitted literals:

LED table

ok
warning
error

remoteControlState

CitsRemoteControlStateEnum

Status of the
remote-
control

Permitted literals:

unavailable

cable

wireless
errorWirelessLowBattery
errorWirelessNoConnection

certificateState

CitsCertificateStateEnum

Status of the
certificate

Permitted literals:

ok

noRootCertificate
notRegistered
noEnrollmentCertificate
noAuthorizationTicket
signingError
verificationError
otherError

applicationState

CitsApplicationStateEnum

Status of the
application

Permitted literals:

ok

noConnection
connectionTimeout
conflictingContent
otherError

omslLatitude

Latitude

Latitude of
the trailer

Integer value for the
absolute geographical
latitude in a WGS84

NS
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Element

Type

Description

Type info

coordinate system,
providing a range of 90
degrees in north or in south
hemisphere with a
resolution of 0.1
microdegrees

omsLongitude

Longitude

Longitude of
the trailer

Integer value for the
absolute geographical
longitude in a WGS84 co-
ordinate system, providing
a range of 180 degrees to
the east or to the west of
the prime meridian with a
resolution of 0.1
microdegrees

In addition, the operating status message can have additional elements of any type (XML

any) within another namespace.
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